ﬁ BNP PARIBAS

Dear our valued clients,
Kinh gt¥i Quy khdch hang,

As summer time approaches, we want to remind you that credit transfer scams are on the rise, and no
company, be it a large group or an SME, is safe. Vietnam is not immune, and we know that some

companies have had recently to face cyber fraud.

Khi thoi gian mua hé dén gan, chung téi muén nhdc nhé Quy khdch rdng cdc vu lira déo chuyén tién tin
dung dang gia téng va khéng c6 cong ty ndo, di Id mét nhém Ién hay mét doanh nghiép vira va nhd, van
an toan. Viét Nam khéng mién nhiém khdi diéu nay va ching téi biét réng gén ddy mot sé céng ty dd

phadi déi mét vdi gian lén trén mang

1.

The Fake vendor scams (perpetrated by a fake supplier who requests a bank account to be
amended) is the most dangerous scheme.
Litra ddo nha cung cdp gid (bj tén céng bdi nha cung cép gig yéu céu swra déi tai khodn ngén
hang) la k& hoach nguy hiém nhdt
Here are some tips/ day la mot sd 100 khuyén:

L] Have call-back procedures in case of bank account change, using safe contact details

(not those contained in the notification or invoices). Double-check in case of tier one
supplier. Beware: fraudsters may hack your vendor's email. Use alternative contact
channel (phone in particular)

C6 cdc thd tuc goi lgi trong trirong hop thay déi tai khodn ngén hang, st dung cdc chi
tiét lién lac an toan (khéng phdi cdc chi tiét cé trong théng bdo hodic héa don). Kiém tra
lai trong trrong hop nha cung cép cdp mét. Hay coi chirng: nhitng ké lira déo cé thé
hack email cta nha cung cép cta Quy khdch. St dung kénh lién lac thay thé (cu thé la
dién thoaqi)

[ Check the identity of anyone seeking information on your accounting data, invoices... It

could be a fraudster impersonating your client, an auditor, public administrations... to
set up an attack on your main clients.

Kiém tra danh tinh cua bt ky ai dang tim kiém théng tin vé di¥ liéu ké todn, héa don cla
Quy khdch ... D6 c6 thé Id mét ké lira ddo mao danh khdch hang cua Quy khdch, kiém
todn vién, chinh quyén céng cbng ... d€ thiét Idp mét cudc tén céng vao cdc khdch hang
chinh cua Quy khdch

[J To know more about corporate best practices against vendor scam or invoice theft,

check on the following link some documents available on BNPP Vietnam website:

DE biét thém vé cdc cdch thuc hién tét nhét cua céng ty chéng lai hanh vi lira déo cia
nha cung cdp hodc ddnh cdp héa don, hdy kiém tra lién két sau ddy mot sé tai liéu cé
sén trén trang web BNPP Viét Nam

http://vietham.bnpparibas.com/en/corporates-institutions/notification/fraud-alert/

2. Generally, companies believe that they are protected against fake CEO scams, but such frauds

still sometimes succeed, often involving newcomers.
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Théng thuong, cdc cong ty tin rdng ho dwoc bdo vé trurdc nhirng tro gian Iégn cia CEO gid, nhung
nhirng vu Itra ddo nhw vay déi khivan thanh céng, thuwdng lién quan dén ngurdi mdi
Here are some tips/ day la mot sd 101 khuyén:

L] Be sure to raise awareness of all staff authorized to make transfers, especially
newcomers, including senior management.

Hdy chdc chdn néng cao nhdn thire cla tét cd cde nhdn vién dwoc dy quyén dé thuc hién
chuyén khodn, ddc biét la nguwdi mdi, bao gébm cé qudn ly cdp cao

L] Avoid orders and validation by fax.

Trdnh cdc don dét hang va xdc nhdn béng fax

[ Review your payment procedures (segregation of duties and limit amounts), especially in
your subsidiaries abroad.

Xem lai cdc quy trinh thanh todn ctia Quy khdch (phdn tdch nhiém vu va gidi han sé
tién), déc biét la trong cdc céng ty con ctia Quy khdch & nuwdc ngoai

L] Raise also awareness against fake technician scams (fake bank or software vendor
technician contacting to "help" you on your e-banking solution).

Néng cao nhén thire chéng lai ltira ddo ky thudt vién gid (ngdn hang gia hodc kj thudt
vién nhad cung céip phGn mém lién hé dé "giup d&" Quy khdch vé gidi phdp ngén hang
dién twr cia Quy khdch)

O To know more about Fake CEO scam or Fake technician scam, click on the
attached documents
DE biét thém vé lira ddo CEO gig hodc lira ddo ki thuédt vién gid, hdy nhép vao tdi liéu
dinh kem

3. We are also currently seeing malware frauds on Internet tools.
Chung téi hién ciing dang thdy gian IGn phdn mém déc hai trén cdc céng cu Internet
Here are some tips/ day la mot sd 107 khuyén:

[ When using your Internet or mobile banking application, pay attention to requests for a
validation code at an unusual time, unexplained connection failures, or any other
suspicious behaviour: in such cases, please contact your Relationship Manager.

Khi st dung Internet hodic trng dung ngdn hang di d6ng cda Quy khdch, héy chu y dén
cdc yéu cdu md xdc thuc vao thoi diém bt thuwong, 16i két néi khéng gidi thich dwoc
hodc bat ky hanh vi ddng ngd ndo khdc: trong nhitng trirdng hop nhuw vay, vuilong lién
hé vdi Giam déc quan hé khdch hang phu trdch cua Quy khdch

L] Raise awareness against emails containing attachments or links, spreading malware. If in
doubt, do not open the attachment; do not click on the link and check the origin of the
email.

Néng cao nhén thirc chéng lai cdc email ¢é chira tép dinh kém hodc lién két, phdt tan
phén mém déc hai. Néu nghi ngd, khéng md tép dinh kém; khéng nhép vao lién két va
kiém tra nguén géc cla email

[J Regularly update your IT systems: operating system (eg Windows, Mac OS X), Internet
browser, anti-virus, firewall...

Cdp nhat thuwong xuyén cdc hé théng CNTT cua Quy khdch: hé diéu hanh (vi du:
Windows, Mac OS X), trinh duyét Internet, chéng vi-rut, tuong Iiva
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O To know more about malware fraud, click on the attached document.
DE biét thém vé gian Idn phédn mém déc hai, nhép vao tai liéu dinh kém

You can always contact your Relationship Manager or your Cash Management Officer to make a
personalized risk assessment, set up an awareness meeting and implement solutions to secure your
flows.

Quy khdch luén cé thé lién hé véi Giam déc quan hé khdch hang phu trdch hodc Can b quan ly tién
mdt cua Quy khdch dé thuc hién cd nhén héa ddnh gid rii ro, thiét IGp mét cudéc hop nhén thire va thuc
hién cdc gidi phdp d€ dédm bdo an toan luéngthanh todn cda Quy khdch

On our website, you will find training kits presenting several fraud risks, warning signs and solutions to
protect. We greatly recommend that your staffs, in particular in charge of invoices payment, are trained
accordingly.

Trén trang web cua ching téi, Quy khdch sé tim thdy cdc bd dung cu ddo tao trinh bay mét sé rui ro gian
1Gn, cdc déu hiéu cdnh bdo va gidi phdp dé€ bdo vé. Chiing téi déc biét khuyén cdc nhén vién cua Quy
khdch, ddc biét ngudi phu trdch thanh todn héa don, dwoc dao tao tuong tng.

We highly suggest as well that you check the Fraudulent Change of Bank Account Details Awareness
(click here) which is an interactive animated online training prepared by the federation of financial
institutions in France (in English and French). It is particularly adapted to the “Fake vendor scams”.
Chung téi ciing khuyén Quy khdch nén kiém tra Nhén thire vé Gian Ian Thay d6i Chi tiét Tai khodn Ngén
hang (bdm vao déy), déy ld khéa ddo tao hoat hinh tryc tuyén twong tdc dwoc chudn bj béi lién dodn
cdc t6 chire tai chinh & Phdp (bdng tiéng Anh va tiéng Phdp). N6 chuyén biét twrong thich vdi cdc tro lira
ddo nha cung cép.

* |n particular/ Ddc biét:

Protect agoinst fake vendor scom

Call-back procedure
= Apply written call-back procedure in case of vendor detail modification
* Use safe contact details, not those contained in the nofification or invoices ’* ;‘:n::r ;tm,;ﬂ._\.
*  Verify the email address of the request and do not check using “Reply to” —
* Proceed on receipt of the notification (do not wait until you need to make the payment)

* In case of foreign beneficiary country or largest suppliers, use 2 channels (phone + email)

* Use local Account Check schemes (e.g. SEPAmail IBAN Check in France) sePAmail B
& f . 2 > IBAN Check
Safe administration of vendor details SEDA LI

* Authenticate and trace accounts and details changes (phone numbers, email address.) SEPA e-Database
*  Appoint few people authorized to modify vendor details (ex - 2 or 3 senior accounting staff) ~ Alignment

+ Train these people regularly and make them accountable

* If necessary, set up a reference data department (in-house or outsourced)

Against invoice and data theft (protect your clients)
*  Apply written call-back procedures in case of accounting information request
* Regularly raise employees awareness against invoice theft, BEC and malware
*  Build a culture of risk (incoming call, mail, email, social network_._)
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Best regards,
Trdn trong,

Your Relationship Manager/Transaction Banking Officer.
Gidm déc quan hé khdch hang phu trdch / Cdn bé Ngén hang giao dich cua Quy khdch.
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