& N &7 )
( ( ¢ y ity il uyell ol Lol pma
( aljLall Gylae slail CENTRAL BANK OF THE UAE.

A Skl iy
UAE BANKS FEDERATION balabs

U. ’
FRAUDSTERS COULD BE TARGETING YO e e ]

TOGETHER

AGAINST FRAUD =

v

Business Email Compromise

Sometimes fraudsters impersonate people you know at
work and ask you to redirect funds/payments to an
account under their control.

Stop

* Is the sender asking you to transfer money to a different account?

* Is the email ID 100% matching with the email ID of your friend/business
partner?

Think

& °Isitpossible for someone to send you email on behalf of your business
partner/friend?
* How can you verify that the email asking you to send money to a
different account has been sent by the genuine person?

| Protect
‘\\//‘ * Always call only on your client’s known phone numbers for verification
and not on the numbers mentioned in an email.

* Have an updated Anti-Virus software on your computers to
blockmalware/viruses/key loggers.

« If you suspect that your personal details have been compromised, report
it immediately to your bank

Please report fraud to your bank, in addition, please report on www.uaebf.ae/en/fight-fraud

Disclaimer: Please make sure that you report fraudulent activity to both your bank and UBF.





